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Today’s Enterprise

Cyberthreats Lurk Amid Major Transformation
Assessing the Results of Protiviti's 2015 I'T Priorities Survey

Amid major changes, danger lurks everywhere for today’s enterprises. Crafty, cunning and
dangerous cyber predators worldwide are threatening to blow the lid off organizational
cybersecurity defenses. Outwitting the wolves at your “cyber door” and managing these changes
with confidence requires an array of information security approaches, processes and tools -

all of which we find at the top of IT’s

packed priority list. More than 1,000 survey respondents were asked to rate, on a scale of

1 to 10, the level of priority for them and their organizations to improve
in different IT issues and capabilities. A “10™ rating indicates the issue

is a high priority while a *1" indicates the issue is a low priority.

Top 10 IT Priorities for 2015

Percentage of organizations
undergoing a major
IT transformation

2015 2014 YOV

IT Area Priority | Priority
Index |Index | Trend

Virtualization 7.3 6.5

Percentage of organizations
in which the duration of the

T —— cuccess ' 7.0 | 63 IT transformation is expected
: " to be a year or longer
(containment, recovery)
3 Data breach and privacy laws 7.0 | 62 '- Level of disruption (scale of
(tie) (various U.S. states) 1 to 10) organizations are
experiencing as a result of
AR R b | b b a major IT transformation
Monitoring security events 7.0 | 6.4 "
Data architecture 6.9 | 6.4 t What are the objectives
of your organization's
gl et el | i IT transformation?*
I"ﬂdem r‘:ﬁ““se policy 6.9 | 63 NA Cost/simplification L 64% :
and preparedness S i s s sl A OISO S ottty e :
7 New functionality . 55%
tiey | 'ncident response reactiontime | 6.9 | 63 | g || (mobilenewproducsetc)
Service assurance L 47%
IT project management 6.9 | 6.5 t Regulatory/compliance : 46%
Patch management 6.9 | NA | NA || Adoptionofemerging technology ' 43%
Time to market/agili : % '
Vulnerability scanning 6.9 | NA NA | G meamw&fﬂg i 3%
The full repart on the results of Protiviti's 2015 IT Priorities Survey can be accessed at protiviti.com /ITpriorities. rO t iV i t i
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Building Value in Your SOX Compliance Program

Highlights from Protiviti’s 2013 Sarbanes-Oxley Compliance Survey
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The SOX Act is entering its second : fff,f
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decade, but despite its relative
maturity, the law continues
to pose new challenges for
public companies.

The Cost of .. But Compliance

Compliance is Costs Remain

Going Up... SOK Casts at Manageable
Levels

SO compliance costs nol only
aee on (ke rise, bt Blss Appesr b
be owlpacing (ke cale of inflaticn

Im mamy compandes.

Large COMpParkes On Awerage
plan ta spend significantty
more than midsine sed wsall
Inilatica companies. That said, on average
thar gosts for SO compliasoe
e mol extraordinarnly high,

Rurrlse: of Compasied

SO Cagty
38 pencent of companies meporied 65 pengent o SOX compliance cosls Jirst 4% pevcesl of
& year-over-years increase in S0K prganizations plan for large Lompasies midkine companies
costs (2o0r wi. 2ou1). And the 1o spend Soon, 000 are higher, but more spend moee than
mumbers are hisgher {52 percent) of bess on SO than half are budgeting S milllon on 50X
Bor lafge bioeberaled flars, camplinnce, and 7g Sa millios of less, eampliande,

percent will 4pend
less than 51 milllan.

5 e = Changes Among Companies in S0X Compliance Processes Over Past Year
Focusing on high-risk

processes and

walktbroughs 3) o/ 30*_’.{1 22'_{.-;; 21{{.;1 20@.;J

By intensifying uruLil'rrnH':i;h-li:.i: Chamges, nersdies Incrgases i Mt Frirsh ausessrmeal of Expangman af Chasge s, indrdaiss

E in pendeis and contral dirmled fo “waalk- ph exrent af overage Ssope rekaled in peagiid and contml
processes, organizations can Increass - : rath p g™ fac it
compliande ellectiveniss and elliciency far bigh-risk um#a’:fﬂ:r-'ﬂ %ﬂmﬂﬁ;ﬁmﬂk Wmmr for medium- to
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Who in Automating SOX Effect:
your company Controls: The Improved Internal
bas primary Final Frontier Control Structures
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The Journey to ORSA Begins

AS5ES55ING THE RESULTS OF A ST. JOHN'S UNIVERSITY AND PROTIVITI STUDY

Pridrlic companies bave SOX. Financial sevvices organizations face Dodd-Framk, Healtboare

arganizations bave HIPAA, Awd now, insarance commpanies confrome ORSA.

U.5.-based insurance companies have embarked on a new journey as they prepare o
file their first ORSA Summary Report. For some, the ORSA journey has vet to begin,
while others already have a elear roadmap and a stravegy. Whar is the key differentiator?
The answer lies in the strength and maturity of an organization’s corvent visk
management strncfre I‘-'i'.”-d_pf'ﬂl'f'.fli'f‘ﬂ

4 KEY TAKEAWAYS:*

Insurance
offerings could change

Heightened regulatory scrutiny will
impact the nature and types of
insurance products sold and the
types of customers obtained:

Agree; 51%
Disagree: 21%

Neutrai: 28%

5. john's University teamed
wilh Prativili to conduet a
surety of mene than aoa
industry executives to assess
ke s8ate of readiness of
insurance organizations as

they continue with their
preparaticn lof their instial
ORSA Sumemary Report, as
well as io determine DRSA™S
impact on dilferent fisk
managemEnt processes,

o Many organizations need new

controls and policies

ORSA will create the need for new risk
management policies and internal
controls:

Meutral: 2455

Agree: 60% Disagree: 75"

o

it

Responding to ORSA guidelines will
require changes in corporate governance
and may lead to new roles and resource
requirements:

Agree: BN Dlzgaree: Neutral: T8

We've identified new resources needed
for preparing our ORSA report:

Neviferl: 200

e ORSA will change risk oversight, improve ERM, and
help with the integration of risk and strategy

Preparing for ORSA will lead
to improved risk ™
oversight from our =
board of directors
and senior
management:

Agree; 69%
Disagree: 11%
Newtral: 20%

Preparing for ORSA reporting
will lead to an improved ERM
process in our organization:

Agree.- 71% “T
,

Disagree: T
M- —L‘

ORSA will enhance our ability to

Agree: 50%
Disagree; 16%
Wewtral: 34%

address and manage risk effectively:

Meutral: 22%

ORSA will help our organization
improve the identification and
management of emerging risks:
Agree: 61%

Disagree: 13%

Meutral: 26%

education and training at
all levels, including the

More education
and training is needed at
the board and executive levels

ST. JOHN'S
UNIVERSITY

Tk Farek |, Tomin

GE O Bosaspss

protiviti

For mone information, wisit Probiviti.com fORSA
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Restoring Confidence
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The global financial crisis exposed major weaknesses

in many financial institutions — with capital reserves,
liquidity risk management, business operations and risk
management controls. According to a survey conducted
by the Economist Intelligence Unit and sponsored by
Protiviti, financial services firms have performed extensive
work to address these areas, but much work remains.

Critical Challenges

As the industry rebuilds its
risk management practices, it
is encountering new obstacles.

Beneficial outcomes
for customers
“ FEI!I:E.H'I' azren that l:.-l'ram'l:.l

|nrnl;'|hl:r e r.iwln o ||ghr-r r .,nn1rn|1
to prowide stronger assurances to
cusiomers makes sense,

g8 PERCENT perceive a positive
program of cusiomer assurance to be
a distinct competitive advaniage —amd

st harve fenpdemenbed one already Incieasingly  Incredsed scruliny Ltk al Mew regulations  Regulalory Inadequate Lack of
™ o e complex from range people designed to unceriainby funding rmanageial
- T regulatory of regelators and time reduce probability skills
iy PERCENT are moving ahead ol R of Tailure

regulations bo offer néw conswmer
pratections a5 a promational oo,

Substantial Room for mprovement  Key Changes Being Made to Reduce Risks

or 31% N = 14% Y ~20% 22% W 49%

reie thevr risk belipye their have risk Frre cianged thetr harve dropped
mansgemen spElems COMmpEaRalinn SyEiemE awareness infegrofed wrhoess models, non-Cone swd
a3 fundamentaily mFwdne Srevig ivak info Helr coporate L go inkgh-rizk product
o mansgement cultere VR A U

performance

Need for Better Risk Profiles Need for Better Board Reporting

Only 32 PERCENT indicate their
companies have an effective internal
audit reporting function that ensures
the board is fully informed about
improvirg the ability the organization's risk

to aggregate and report management strategy.
& compreheniie sk

profile will become

ingressingly impeatant,
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Knowledgeleader

Knowlegeleader (KL) is a one-of-a-kind online resource for internal audit, IT audit and business risk
management professionals. The Knowledgeleader website is updated weekly with new articles on hot
topics and new tools to help save time and stay on top of business and technology risks.
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fram research and plannning to execution and ’
followeup, KL has high-quality tools Ehat you
can doamicad amd edit
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